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Background
1. Certain ongoing ITU activities and work programmes appear relevant to the themes
 that are planned for discussion at the initial meeting of the Internet Governance Forum (IGF). Drawn from a recently endorsed ITU Council Document
 and other sources, this document provides an overview of some of these ITU activities, as a complement to the other contributions submitted to the IGF.

2. In line with follow-up to Council Resolution 1244, ITU submitted a comprehensive package of contributions
 to the Tunis phase of WSIS, including the publication A Handbook on Internet Protocol (IP) Based Networks and Related Topics and Issues
. 

3. Paragraph 71 in the Tunis Agenda calls for a “…process towards enhanced cooperation, to be started by the UN Secretary-General, involving all relevant organisations by the end of the first quarter of 2006, will involve all stakeholders in their respective roles, will proceed as quickly as possible consistent with legal process, and will be responsive to innovation. Relevant organisations should commence a process towards enhanced cooperation involving all stakeholders, proceeding as quickly as possible and responsive to innovation. The same relevant organisations shall be requested to provide annual performance reports.” 

4. As ITU has a mandate from its Member States to undertake work related to IP-based networks, including management of internet names and addresses
, ITU is a relevant organization in this regard. As called for in paragraph 71, the ITU Secretariat has provided annual reports to Council
 on its related activities. Based on a decision of ITU Council 2006, these reports are publicly available.
An Overview of ITU Activities Related to Internet-Protocol (IP) Networks

5. ITU's activities, policies and strategic direction are determined and shaped by ITU Member States and the interests of the ICT industry sectors it serves. Since the adoption of the resolutions referenced above, support for IP-based technologies has emerged as a strategic element in the design, development and use of the world’s telecommunication networks. This has and continues to shape ITU’s work programmes in its radiocommunication, standardization and development activities. 
6. For example, the growing popularity of the internet and related applications has driven new requirements for telecommunications capacity and bandwidth. This is generating rapid innovation in access and transport network technologies; examples include the roll-out of broadband networks by leveraging copper wire networks with DSL technologies, the re-architecturing of television cable networks to support bi-directional IP-based services, and enhancements in optical networking and mobile internet offerings. As one simple illustration of ITU’s contributions to facilitating internet access and use, new ITU-T standards (which are developed principally by ITU’s private Sector Members) have facilitated an increase of over 250 million new household broadband subscribers during the 2000-2006 timeframe. 

7. The rapid growth of IP-based networks is driving significant changes in the market. Faced with separate infrastructures for voice and data businesses, convergence and growing competition, almost all telecommunication operators are fundamentally re-examining their business models and making investments in a move to common IP-based core infrastructures with high-speed access for customers (e.g., through FTTx or xDSL technologies). These new core and access network infrastructures are being supplemented with efforts to build a new layer of intelligent infrastructures or business layers for IP networks capable of providing QoS, reliability and security assurances in a multi-service, multi-provider environment.
8. Specifically, substantial investments are being made by operators and equipment manufacturers in what can be referred to as IP-Enabled Next Generation Networks (NGNs). IP‑enabled NGNs can be seen as a logical progression from separate PSTN, mobile and IP-network infrastructures to unified networks for electronic communications based on IP. The fundamental difference between NGNs and today’s data and PSTN networks is a shift towards new packet-switched multi-service networks. In the coming years, IP‑enabled NGNs will be deployed by numerous service providers around the globe.
9. To cite specific ITU Telecommunication Standardization Sector (ITU-T) related activities, the Next Generation Network Global Standards Initiative
 focuses on developing the detailed standards necessary for NGN deployment to give service providers the means to offer the wide range of services expected in NGN. Another example is the ITU-T’s Focus Group on IPTV
 which has the mission of coordinating and promoting the development of global IPTV standards.
Policy and Regulatory Challenges

10. The technical and market developments described above also reflect growing convergence between the telecommunications, information technology and media sectors. The growth of broadband subscribers, VoIP and deployment of NGNs will clearly have an impact on national policies, market regulation and intergovernmental cooperation. For example, convergence across media distribution platforms (e.g., delivery of television over broadband networks) raises a number of issues at national and regional levels regarding policy and regulatory regimes established around previously distinct delivery platforms. This presents numerous challenges for policy makers and regulators and it may be useful to build additional international dialogue on the impact of convergence—including the sharing of national experiences and its impact on capacity building for developing economies.
11. As examples, as IP-enabled NGNs are deployed around the globe, and are used to provide critical public services, many questions are arising regarding the applicability to these new services of laws and policies being applied to services offered over current circuit-switched networks. Examples include provisions for public safety needs, disability assistance, law enforcement support (e.g., legal interception), competition considerations, fraud prevention, prioritization during emergencies, privacy and data protection, and consumer protection against unwanted intrusions. Identification of these requirements can also assist in focusing on areas where international cooperation or standardisation may be appropriate or needed.  Relevant ITU activites in this area are covered in the other contributions submitted to IGF.  In addition, the Strategy and Policy Unit (SPU)
 organizes forums and workshops
 and provides reports (under the ITU Internet Reports
 series) on key issues.  See also the country case studies
.
Building Confidence and Security in the use of ICTs (Action Line C5)
12. At the invitation of Yoshio Utsumi
, ITU Secretary-General, the first consultation on Action Line C5
 was organized at ITU Headquarters in Geneva, Switzerland, from 15-16 May 2006. The meeting (which was one of a series of Action Line facilitation meetings
; Additional information on the implementation process by Action Line
 is available on the WSIS website
) was organized in conjunction with World Telecommunication Day
 which had the theme Promoting Global Cybersecurity
. 

13. The May 2006 Partnerships for Global Cybersecurity C5 meeting website
 provides links to the final agenda
, all presentations and contributions
, the draft Chairman’s Report
 and audio archives
. At this event, the ITU also unveiled a related online reference resource of cybersecurity initiatives and websites worldwide: the ITU Cybersecurity Gateway
.

14. Detailed cybersecurity and countering spam activities in the ITU Telecommunication Standardization Sector (ITU-T) and in the ITU Telecommunication Development Sector (ITU-D) are provided in separate accompanying contributions to the IGF. The Annex of this document contains pointers to related materials from the ITU Radiocommunication Sector (ITU-R).
15. The ITU website provides additional information on ITU activities on countering spam
, including a survey on anti-spam legistation worldwide.
16. Pursuant to Resolution 45 (Mechanisms for enhancing cooperation on cybersecurity, including combating spam) of the World Telecommunication Development Conference (WTDC), there will be a meeting in Geneva, Switzerland, 31 August - 1 September 2006.

This meeting will not discuss the substantive aspects of cybersecurity and spam but based on contributions from Member States and Sector Members, it will aim at meeting the following three main goals:

 
1. Arrive at a common understanding and possibly an agreement in the domains of cybersecurity and spam where it is imperative that a mechanism be put in place for enhanced cooperation amongst Member States. 
 
2. Identify possible mechanisms, inter alia a memorandum of understanding amongst, interested Member States to enhance cooperation on cybersecurity including spam. 
 
3. Make proposals based on contributions from membership in the form of a report to be submitted to the 2006 Plenipotentiary Conference for consideration. 

Full information is available at:

· http://www.itu.int/ITU-D/e-strategies/cybersecurity/ 
ANNEX

ITU Radiocommunication Sector Security Related Recommendations:
S.1250: Network Management Architecture for Digital Satellite Systems Forming Part of SDH Transport Networks in the Fixed-satellite Service
http://www.itu.int/rec/R-REC-S.1250-0-199705-I/en 

S.1711: Performance Enhancements of Transmission Control Protocol over Satellite Networks
http://www.itu.int/rec/R-REC-S.1711-0-200504-I/en 

Recommendation 1078: Security Principles for IMT-2000
http://www.itu.int/rec/R-REC-M.1078-0-199409-I/en 

Recommendation 1223: Evaluation of Security Mechanisms for IMT-2000
http://www.itu.int/rec/R-REC-M.1223-0-199702-I/en 

Security Mechanisms incorporated in IMT-2000 – References to Standards Maintained by National and Regional SDOs are provided in Recommendation 1457
http://www.itu.int/rec/R-REC-M.1457/en 

Various other texts on systems beyond IMT-2000 and software defined radio also raise the importance of security, e.g., Recommendation M.1645 http://www.itu.int/rec/R-REC-M.1645-0-200306-I/en  and Report M.2063 http://www.itu.int/pub/R-REP-M/en 

� � HYPERLINK "http://www.intgovforum.org/sg-letter-en.html" ��http://www.intgovforum.org/sg-letter-en.html� 


� � HYPERLINK "http://www.itu.int/osg/spu/mina/2006/itu-council-2006-06-04.pdf" ��http://www.itu.int/osg/spu/mina/2006/itu-council-2006-06-04.pdf� 


� � HYPERLINK "http://www.itu.int/wsis/docs2/pc3/contributions/itu.html" ��http://www.itu.int/wsis/docs2/pc3/contributions/itu.html� 


� � HYPERLINK "http://www.itu.int/ITU-T/special-projects/ip-policy/final/index.html" ��http://www.itu.int/ITU-T/special-projects/ip-policy/final/index.html� 


� For the texts of related ITU Plenipotentiary Resolutions, see � HYPERLINK "http://www.itu.int/osg/spu/mina/" ��http://www.itu.int/osg/spu/mina/�.


� � HYPERLINK "http://www.itu.int/osg/spu/mina/" ��http://www.itu.int/osg/spu/mina/� 


� � HYPERLINK "http://www.itu.int/ITU-T/ngn/index.phtml" ��http://www.itu.int/ITU-T/ngn/index.phtml� 


� � HYPERLINK "http://www.itu.int/ITU-T/IPTV/index.phtml" ��http://www.itu.int/ITU-T/IPTV/index.phtml� 


� � HYPERLINK "http://www.itu.int/osg/spu/index.phtml" ��http://www.itu.int/osg/spu/index.phtml� 


� � HYPERLINK "http://www.itu.int/osg/spu/workshops/index.html" ��http://www.itu.int/osg/spu/workshops/index.html� 


� � HYPERLINK "http://www.itu.int/osg/spu/publications/index.html" ��http://www.itu.int/osg/spu/publications/index.html� 


� � HYPERLINK "http://www.itu.int/osg/spu/enum/casestudies/index.html" ��http://www.itu.int/osg/spu/enum/casestudies/index.html� 


� � HYPERLINK "http://www.itu.int/officials/Utsumi.html" ��http://www.itu.int/officials/Utsumi.html�


� � HYPERLINK "http://www.itu.int/wsis/c5/" ��http://www.itu.int/wsis/c5/� 


� � HYPERLINK "http://www.itu.int/wsis/implementation/meetings.html" ��http://www.itu.int/wsis/implementation/meetings.html� 


� � HYPERLINK "http://www.itu.int/wsis/implementation/index.html" ��http://www.itu.int/wsis/implementation/index.html� 


� � HYPERLINK "http://www.itu.int/wsis/" ��http://www.itu.int/wsis/� 


� � HYPERLINK "http://www.itu.int/newsroom/wtd/2006/" ��http://www.itu.int/newsroom/wtd/2006/� 


� � HYPERLINK "http://www.itu.int/newsroom/wtd/2006/index.html" ��http://www.itu.int/newsroom/wtd/2006/index.html�   


� � HYPERLINK "http://www.itu.int/osg/spu/cybersecurity/2006/" ��http://www.itu.int/osg/spu/cybersecurity/2006/�   


� � HYPERLINK "http://www.itu.int/osg/spu/cybersecurity/2006/agenda.html" ��http://www.itu.int/osg/spu/cybersecurity/2006/agenda.html�  


� � HYPERLINK "http://www.itu.int/osg/spu/cybersecurity/2006/presentations.html" ��http://www.itu.int/osg/spu/cybersecurity/2006/presentations.html�  


� � HYPERLINK "http://www.itu.int/osg/spu/cybersecurity/2006/chairmansreport.pdf" ��http://www.itu.int/osg/spu/cybersecurity/2006/chairmansreport.pdf�


� � HYPERLINK "http://www.itu.int/ibs/sg/spu/200605cybersecurity/index.html" ��http://www.itu.int/ibs/sg/spu/200605cybersecurity/index.html�  


� � HYPERLINK "http://www.itu.int/cybersecurity/" ��http://www.itu.int/cybersecurity/�


� � HYPERLINK "http://www.itu.int/osg/spu/spam/" ��http://www.itu.int/osg/spu/spam/� 






