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Background Note




SECURITY, OPENNESS AND PRIVACY
As the Internet has expanded exponentially and has become a critical resource for Governments, commerce, civil society, researchers and the economy in general, the increasing number and sophistication of security threats to the Internet pose new challenges.

The issue has been on the agenda of the Internet Governance Forum since its inaugural meeting in 2006, and was mainly discussed in parallel with the issue of openness.

At the first two IGF meetings, the issue of "openness" generated considerable discussion focusing mostly on free flow of information and freedom of information on the one hand, and access to information and knowledge on the other. Discussions included the need to find the right balance between freedom of expression and responsible use of this freedom, and between access to knowledge and protecting copyright. The role of governments in protecting the right to freedom of expression on the Internet and the protection of privacy and its relation to freedom of expression were also part of the discussion.

At IGF-3 in Hyderabad, the Forum tried to identify different categories and types of threats and develop a clear and well-defined mapping of the different clusters of issues regarding security of the Internet and on the Internet. The Forum also examined the intricate relations existing between security, privacy and openness and attempted to address how to handle possible tensions between them and address how they can be fostered simultaneously. 

As the discussion progressed, there was a realization that security, openness and privacy were strongly interlinked in a complex relationship. Consequently a consensus has been emerging that dealing with cybercrime, cybersecurity, privacy and openness is a joint responsibility for all stakeholders.

IGF-4 in Sharm el Sheikh will take up the issue again. The discussion will likely aim at transforming the areas of conflict between security, privacy and openness into areas of convergence.
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