[image: image2.jpg]CSDS
e e g g



                                                                           


The Third Internet Governance Forum

3-6 December 2008

Hyderabad, India

An Interpol for the Internet?

	Organiser

[image: image4.jpg]



Centre for Science, Development and Media Studies

www.csdms.in
	


Table of Contents

	No
	Content
	Page No

	1
	Executive summary
	2

	2
	Rationale for the workshop
	2

	3
	The workshop proceedings
	3

	4
	The workshop debate
	5

	5
	Key recommendations
	6

	
	Annexure: Agenda
	7


1. Executive Summary
In this report, we provide a report on the workshop entitled ‘An Interpol for the Internet?’ organised during the third Internet Governance Forum, held in Hyderabad, India, from 03rd to 06th December 2009. Hosted by the Ministry of Communications and Information Technology, Government of India, the forum focused on the overall issue of ‘Internet for all.’ Participants from government, private sector, civil society and the Internet community gathered for four days to share knowledge and experiences to explore how the Internet can be used to its full potential for the benefit of all while combating its use for harmful purpose. 

The form addressed five main themes: reaching the next billion; promoting cyber-security and trust; managing critical internet resources; taking stock and the way forward; and emerging issues – the Internet of tomorrow. In addition, to plenary sessions on these themes, there were open meetings and thematic workshops to discuss specific issues and share best practices. One of the most dynamic sessions of the forum was the workshop titled ‘An Interpol for the Internet?’ was co-ordinated by Jayalakshmi Chittoor and moderated by Vignesh Sornamohan of the Centre for Science, Development and Media Studies (www.csdms.in).
2. Rationale for the workshop

The Internet is facilitating the emergence of new forms of human interaction in what is becoming known as cyberspace: a computer-generated public domain which has no territorial boundaries or physical attributes and is in perpetual use
. Cyberspace is the matrix of electronic telecommunication and computer networks, usually referred to as the Internet, which links millions of people globally, and it is not controlled by any single authority. Internet is said to be the means to facilitate the demise of modernist forms of governance based upon territory, hierarchical managerial control of populations, and policing. Thus nation-state boundaries are said to be weakening both from the development of global economies where ‘cyberspace is where your money is’ and also from the lack of control by national governments over communications in cyberspace
.
The Internet is undoubtedly one of the greatest technological advances of all time, but it is also a double-edged sword. While the Internet allows us to do such things as engage in electronic commerce, research, be entertained, communicate with others, and find myriad information on just about anything imaginable, it also has its dark side. The Internet not only provides great opportunities for those with good intentions, but is a haven for criminals as well.
It is evident that Internet poses as a challenge to traditional forms of governance. Governance in the postmodern world is further characterised by the weakening of the nation-state through the accentuation of the local and global dimensions of human interaction. ICT networks such as the Internet facilitate the deconstruction of national financial and cultural boundaries which are an intrinsic attribute of modernism. 
Given this backdrop, the workshop saw in-depth deliberations on the having a Global governing body like ‘An Interpol for the Internet’ and various other ways to tackle this emerging threat to the nation-state.
3. The workshop proceedings

The moderator set the stage for the deliberations by citing an example of a cybercrime in cross-border nature and requested the panelists to share their views on the following questions: Where do we differentiate between cyber law and real law? What are the IT policies in various developing countries? Is it possible to have one common set of guidelines and policies for all nations? If online crimes mirror offline crimes then which country’s jurisdiction prosecutes? Is there a need for an international body like the Interpol for the Internet? If ‘An Interpol for the Internet?’ is a solution then how do we address the challenges of sovereignty, openness and freedom of expression? 
3.1. Presentation by Deepak Maheshwari

It is very difficult to actually implement the cyber law in a cross border situation. In most cases there will be some elements of cross border nature whenever there is a cyber crime. And then people mentioning if there needs to be a global governing body per se, and again here what happens is we are looking for a global governing body for a particular set of crimes and I think that again becomes a challenge. However, there are models which are existing and people can look at either for adoption, ratification or partial implementation depending on their own respective needs, presence of the basic cyber laws in the country, presence of the people and also the maturity of the organisation and its people to deal with those issues and in that context if you see, Interpol already has a very active engagement on cyber crime. Of course, Interpol as an inter governmental organisation can do only so much because unless there is a local legislation and framework within individual nation states which have a mechanism to use the Interpol network. Take the example of Vignesh just mentioned, suppose if there is an ISP in Nigeria which might have given an IP address to someone there and if there was an access point or there could be some other sort of wireless access in Nigeria close to an international border, the person who would be accessing that particular thing could even be outside Nigeria. 

One of the best examples would be the Convention on Cybercrime of the Council of Europe, which has been ratified by more than 40 countries. The most important aspect of the convention is that it has developed a guideline between the law enforcement agencies and service providers against cybercrime and these have been approved formally by the Government of Europe by the 2nd of April 2008. So now it’s been about 8 months this is something what they say as objectives, what are the obligations and the rights of the law enforcement agencies, what are the rights and obligations of the service providers and how to actually go ahead and, this is a very prescriptive but a very comprehensive set of guidelines. 

In cybercrime investigation you require specific details from the service providers. First, who is the designated authority to provide information in the public domain? Second, what kind of information you needed. Are you looking for the IP address given to a person? Are you looking for a particular content? Are you actually looking for the date or time or the point or place of such access? So what are the specific types of communication or details that you are actually looking and if there is a detailing of that nature it welcomes much more easier for the service providers to actually go ahead look into the details and respond in a timely and efficient and effective manner back to the law enforcement agencies. 

In a cross-border cybercrime, the countries would take action only if there is reciprocity. So if there is a country X from where there is a request to a country Y, and country Y would be in a position to help in that type of investigation only when they also have a reasonable expectation from country X. 

Finally in practical terms, maturity level in terms of the legislative framework and capacity building of the law enforcement agencies or prosecution of the crime or the socio-cultural context of that particular country needs to be considered. This of course will differ significantly and unless people are sensitised in these kinds of matters having a new type of mechanism, per se would not be very helpful.

3.2. Presentation by Pavan Duggal
Cyber space and the World Wide Web have created distinctly new challenges. The concept of a public place created on computer platforms where the users not only participate but actively contribute their inputs or more, has given rise to various complicated legal issues. Cyber law is distinctly different from the real world law in as much as the challenges of cyberspace are distinctly far more complicated than the actual world. Different countries have had their own bumpy ride experience relating to cyber laws. Some early adopters in the US and the West had come up with their own legislations in this regard. However by and large, developing countries are still in the process of enacting the cyber laws. Some countries have already opted for their cyber laws including India, Pakistan, Dubai, Singapore, Malaysia, Japan, Korea, Philippines.

A distinctive feature of cyber law legislations existing in developing countries is that these legislations are normally the ‘Jack of all trade’ legislations. They tend to touch small diverse issues in one legislation. Consequently the concept of having dedicated specific legislations on specific topics in cyber law is distinctly missing in the developing countries.

The Internet, by its very inherent mechanism and architecture, a person sitting in the world can go ahead and target computers and data in other jurisdictions with impunity. The absence of effective national legislations beyond the conventional boundaries complicates the entire issue of jurisdiction. 

The Convention on the Cybercrime of the Council of Europe provides a platform for exchange of ideas, strategies, and information pertaining to cyber crimes. But, as Internet is becoming more and more ubiquitous, it is becoming amply clear that there is a need for codifying common universally acceptable principles and guidelines pertaining to all nations. Given the peculiar customized requirements of each nation, it may not be possible for all countries to have the same law, with the same language. However the common set of established international principles relating to cyber legal jurisprudence need to be embodied in an international treaty which need to be duly approved by nations. Nations need to incorporate the relevant portions and principles of the said jurisprudence in their national jurisdictions, depending upon their own national exigencies.

Limited amount of cyber law convictions of the world and cyber crime matters leaves no doubt that the world as a whole needs to act as a whole, against cyber crime. There is a need for an international body to monitor international efforts on cyber crime with international recognition and support of nations. It’s very clear that there is a need for a special Interpol for the Internet.

4 The workshop debate

4.1 Does the cyber law cover mobile phones?

The answer is clearly yes. And its not just for India, it’s for the world. Because, in any definition of any legislation of cyber law across the world, the way a computer has been defined, it has been divided into broad terms to include any device which has got mechanism, memory functions which has data processing capability, so your mobile typically is a computer within the law. And Indian law is no exception; it is a computer under section 21 of the IT Act of 2000. 

4.2 We have been saying that law enforcements have problems but do you actually get cooperation from other countries?

Certain countries have been cooperating, the problem comes as you mentioned in your presentation, some countries don't have cyber laws in place and some countries which have cyber laws their provisions are totally different as compared to India. So there are certain problems and then the local legislation of a particular country also over rides, like take the example of United States is very stringent as compared to certain other countries including India. So countries have increasingly realised that it is important for them to cooperate and come on a common platform, have similar kind of technologies, harmonise, etc., but it is a process which will take time and I think it'll still take another 5 to 10 years.

you'r right. Seeing the challenges is there a list of what due diligence means? And I think that is where we are still evolving that what is due diligence actually meaning because different people may interpret it in different ways  and I think it is a move towards that type of a common understanding that you are indicating, that would be helpful to see what are the other things they are looking out for. 

4.3 I think the type of cyber crime that we are talking of today is more of where the crime is actually being committed in the cyber space. I believe that cyber crime should also include the crimes where the crime is being committed physically but the planning for the crime is happening on the cyber space. For example the terrorist attack, where the crime is being committed physically somewhere, but the perpetrators of the crime are talking over e mails or other communication model over the internet and planning for it. And hence I believe we need a greater cooperation from the service providers where the cyber Interpol or the cyber police can intercept in such a communication and stop the crime before it actually happens.

Earlier, countries thought that cyber crime is only got to do with what have happened at cyber space, but now the definition is getting broader, it’s any activity that is targeted at the internet or that’s done using the internet. So today when say a terror attack takes place at Bombay, now the terrorists are today smart cookies, they are now not sending emails because they know that no government are looking into their emails. So, they have now come with a more genius methodology. What is the methodological system? They open up any account with a generic service provider, maybe a yahoo or something, and then this account and its password is disseminated to all members of the group across the world and a message is made to draft it and is saved in the drafts folder. The message is read by the concerned person who has to read it in another jurisdiction, he reads it and there after he proceeds forward to implement it. So, no effective communication was transmitted on the Internet, but at the same time, internet was very effectively and ingeniously used in a manner to go ahead and perpetuate these kinds of cyber crimes. So, I can not agree more with you that these kinds of a methodologies are now finding more favour with the legislators and the governments of the world, and I think the bigger challenge is how do you further go ahead and demarcate and distinguish a legitimate activity versus activity that could be a part of a criminal activity that is unknown.
5 Key recommendations

1. The Internet Service Providers need to designate a authority, who will bring the critical information into the public domain
2. There must a common consensus on what kind of information need to be shared in the public domain 

3. The Cybercrime Convention of the Council of Europe could be considered as one of the options to replicate or ratify or adopt it with customised to the nations needs and readiness
4. It’s very clear that there is a need for a special Interpol for the Internet
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Background

The Internet comes closest to Jurgen Habermas’ ideal of a Public Sphere – “a discursive space in which individuals and groups congregate to discuss matters of mutual interest and, where possible, to reach a common judgment.” The Internet allows engaging in trade, entertainment, research and communication with almost no physical or geographical boundaries. Internet is facilitating the emergence of new forms of human interaction in what is becoming known as cyberspace: a computer-generated public domain which has no territorial boundaries or physical attributes and is in perpetual use. 

However, this utopia can become an instant dystopia of spam, fraud, identity theft and other forms of cybercrime. The governance of the internet in these cases cannot be approached from the traditional perspective since for the Internet, unlike any other form of communication, the brain does not lie at the centre but at the edges of the technology in the form of users. Everyone can create content. This is the most powerful aspect of the Internet as well as the most destructive. 

During the two week ‘cyber war’ against Estonia, in May 2007, the Russian Business Network shut down the websites of banks, governments and political parties using ‘denial-of-service’ (DoS) attacks, which knock websites offline by swamping servers with page requests. Similar incidents of large scale cyber attacks which disable an entire industry or economy are becoming more common place. 

Cybersecurity is a critical issue

This session deals with the issue of Cyber Security. It is a broad discussion topic and we are going to focus on the emerging policies on cybercrime from various developed and developing nations. We would like to hold a consultative forum which will hopefully lead us to constructive suggestions of how the nations of the world can come together on a single platform to form a single set of laws and policies which are applicable to all. 

According to Dr K Subramanian, Deputy Director General of National Informatics Centre, Government of India, who has worked over three decades in informatics, Cyber Law is boundary-less.  Law is country specific. The challenge is to ensure that any legal mechanism that evolves for cyber law can be practically enforced.  The challenge is that national laws require evidence to be collected and produced in court. Also, when it comes to representing the cyber law evidences, they need to be acceptable to the courts, and the evidence collecting tools needs to be trusted. Cyber law depends on ID management. The problem is that only the terminal may be identifiable and not the person who used it easily. Thus, they are not enough physical evidences to catch the culprits, as real law is based on physical evidences. The Cyber Security policies have to be integrated to IT policies and there is a need to develop common and acceptable definitions of what is legal and what is not. This is not very clearly defined in many IT policies of many countries. Cyber treaty is a good idea for implications of cyber law and applicability and uniform code. There may be international regulatory authority, but it is difficult to establish a statutory implementing body as Internet is network of networks and nobody is accountable.

The workshop hopes to deliberate on these and several key challenges relating to building a consensus on the issue of Cyber Policing and effecting enforcements, while bearing in mind that knowledge and access must be based on the principle of justice, equity and  within the universal rights framework.

Key questions that were discussed
1. Where do we differentiate between cyber law and real law? 

2. What are the IT policies in various developing countries? 

3. Is it possible to have one common set of guidelines and policies for all nations? 

4. If online crimes mirror offline crimes then which country’s jurisdiction prosecutes? 

5. Is there a need for an international body like the Interpol for the Internet?

Co-ordinator: Jayalakshmi Chittoor, Programme Coordinator, CSDMS (jchittoor@csdms.in)

Moderator: Vignesh Sornamohan, Sr Research Associate, CSDMS (Vignesh@csdms.in) 

The Panellists for this workshop were:

· Pavan Duggal, Advocate, Supreme Court of India (pduggal@gmail.com)

· Deepak Maheshwari, Director, Corporate Affairs, Microsoft Corporation India (dmahesh@microsoft.com) 

For further details and backgrounder on the preparations by the Council of Europe, which has taken a lead in this subject, please refer to:

http://www.coe.int/t/DG1/LEGALCOOPERATION/ECONOMICCRIME/cybercrime/cy_activity_Interface2008/567_prov-d-guidelines_provisional2_3April2008_en.pdf 
	Cyber Security Workshop: Overcoming the Challenge of

	IT Security in an ever-changing Global Era 

	October 15-19, 2007, Bangalore


 

 

	ISiM Executive Education Programme Series

	 

	ISiM Executive Education Programmes help individuals and organizations to leverage on technology management through our courses that integrates technical expertise with management.

	 


	Our Executive Education Programmes enables you to accumulate credits and complete your Certificate / Diploma / Degree in a flexible manner. Each Workshop in the Executive Education Programme Series is a 3 Credit programme. The classification and required credits for different levels of certification is as shown:
	Classification and required Credits for different levels of Certification 

	
	  

	
	 Certificate in Information Systems & Mgmt.
	18 credits

	
	 

	
	 Diploma in Information Systems  & Mgmt.
	30 credits

	
	 

	
	 M. Tech  in Information Systems & Mgmt.
	60 credits

	
	  


 

	Cyber Security Workshop: Background and Context

	 

	Cyber Security is becoming increasingly important in today’s networked world and is impacting every aspect of society including finance, healthcare, government, education, arts and entertainment. The objective of this workshop is to teach the basic principles of cyber security from the perspective of providing security awareness and its best practices for the real world.


 

	Objectives of the Workshop

	 

	· Provide overview of Internet Security 

	· To familiarize about the anti-virus, anti-spam and anti-spyware tools currently available 

	· To learn the latest Internet security techniques, firewalls etc. 

	· To provide a basic knowledge of ethical hacking 


 

	Topics Covered

	 

	· Motivation for security 

	· Tools and Techniques used by adversaries to gather information and launch attacks 

	· Virus protection, Secured credit card and bank transactions, Wireless security 

	· Computer Forensics, Identity theft and protection, Anti-phishing and biometric security 

	· Case studies from security practices in real-world scenarios 


 

	Target Audience

	 

	The workshop is targeted for audience in a wide range of professions including finance, banking, management, health care, arts and entertainment etc. The Workshop is designed for an audience who use computers and networks on a daily basis but do not necessarily have a technical background in computer science. However, people with an IT background who need an introduction to security technologies will also benefit from the workshop. A working knowledge of computers and its applications is essential.


 

	Faculty
	 

	  

	[image: image1.jpg]CSDS
e e g g



 
	Dr. Srinivas Sampalli is Professor of Computer Science and 3M Teaching Fellow at Dalhousie University, Halifax, Canada. His research work is in the area of security and quality of service in wireline and wireless networks. He has been involved in national research projects on vulnerabilities, security best practices, risk mitigation and analysis, and the design of secure networks. He was the 

	Dalhousie principal investigator for the Secure Active VPN Environment project sponsored by the Canadian Institute for Telecommunications Research and is currently the principal investigator for the Wireless Security project sponsored by Industry Canada. He has received many teaching awards. Most recently, he received the 2005 3M Teaching Fellowship, Canada’s national teaching acknowledgement. Learn more about him at http://www.cs.dal.ca/cspeople/s_srinivas.shtml 

	  

	Coordinator

	 


	Prof. Shalini R. Urs is Executive Director, International School of Information Management (iSIM) and Professor, University of Mysore, Mysore. She has been an UNESCO consultant on several occasions and an invited speaker at many of the International Digital Library Conferences including JCDL and ICADL. She is a Fulbright Scholar and taught at Virgina 
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	Tech, USA during August 2000 - February 2001. She is on the Board of Directors, Networked Digital Library of Theses and Dissertations (NDLTD), a global consortium based at Virginia Tech, USA. She is the Director of Vidyanidhi Digital Library and E-scholarship portal. Her areas of specialization include Information Technology Applications, Information Architecture, Semantic Web, and Digital Libraries. Know more about her at http://www.vidyanidhi.org.in/shaliniurs.htm 


 

	Workshop Highlights and Benefits to Participants

	 

	· Learn the threats and vulnerabilities in today's digital world 
	· Understand the basics of Internet & network tools 

	· Understand tools & techniques used by adversaries to launch intrusions. 
	· Learn to identify Internet fraud & be secured. 

	· Gain knowledge of the best practices for safe Internet transactions. 
	· Learn principles of computer forensics & biometric security 

	· Learn the techniques in network security. 
	· Learn the design techniques for security. 


� Brian D.Loader (ed). The Governance of Cyberspace, Politics, technology and global restructuring, London and New York: Routledge, 1997, page 2


� Ibid 23
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