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Theme Proposals for the Internet Governance Forum:
1. Creating A Collective Security and Privacy Baseline:

a. The Proposed Theme 

Security and Privacy may be regarded together as a wide scope theme consisting of many aspects that should be addressed and covered extensively in a suitable manner. Aspects such as Cybercrime, Cybersecutiry, Spam, Data Protection and Privacy are all issues that are inter-related and lay under the umbrella of security and privacy. For the protection of all stakeholders on the Internet and due to the expanding applications and usage of the Internet, a collective approach for creating a suitable and acceptable baseline for security and privacy that covers all related aspects is mostly needed now.

b. Why It Is Important 

Security and privacy are part of issues were the capabilities of the different world regions varies significantly. Some parts of the world reached a mature stage in public policy and measures taken related to security and privacy, while others still lack the knowledge. The difference in capabilities lays within different fields such as capacity building, enabling environment, communication infrastructure, building confidence, user awareness and ICT applications. This difference negatively affects the safety of the Internet user and affects stakeholders' confidence on the net. Therefore it is important to create a security and privacy baseline that can be recognized by all stakeholders as the minimum requirement and as an acceptable standard.  The Internet is borderless and it gives the users around the globe the ability to access resources and sites from different regions of the worlds. This advantage needs to be maintained for the benefit of all stakeholders. Having a standard that is a baseline for security and privacy with everyone complying to it will help in maintaining and increasing user confidence in the Internet and hence will help in further expanding of its use.
c. How it is in conformity with the  Tunis Agenda 
Paragraphs 39 through 46 form a collective overall approach to security and privacy. In particular they outlined a scope for security and privacy that can be transformed into a baseline:

31. We recognise that Internet governance, carried out according to the Geneva principles, is an essential element for a people-centred, inclusive, development oriented and non-discriminatory Information Society. Furthermore, we commit ourselves to the stability and security of the Internet as a global facility and to ensuring the requisite legitimacy of its governance, based on the full participation of all stakeholders, from both developed and developing countries, within their respective roles and responsibilities.
39. We seek to build confidence and security in the use of ICTs by strengthening the trust framework.

40. We underline the importance of the prosecution of cybercrime, including cybercrime committed in one jurisdiction but having effects in another.

41. We resolve to deal effectively with the significant and growing problem posed by spam.
42. We affirm that measures undertaken to ensure Internet stability and security, to fight cybercrime and to counter spam, must protect and respect the provisions for privacy and freedom of expression as contained in the relevant parts of the Universal Declaration of Human Rights and the Geneva Declaration of Principles.
43.
We reiterate our commitments to the positive uses of the Internet and other ICTs and to take appropriate actions and preventive measures, as determined by law, against abusive uses of ICTs as mentioned under the Ethical Dimensions of the Information Society of the Geneva Declaration of Principles and Plan of Action.

44.
We also underline the importance of countering terrorism in all its forms and manifestations on the Internet,..

45. We underline the importance of the security, continuity and stability of the Internet, and the need to protect the Internet and other ICT networks from threats and vulnerabilities. We affirm the need for a common understanding of the issues of Internet security, and for further cooperation to facilitate outreach, the collection and dissemination of security related information and exchange of good practice among all stakeholders on measures to combat security threats, at national and international level.

46. We call upon all stakeholders to ensure respect for privacy and the protection of personal information and data, whether via adoption of legislation, the implementation of collaborative frameworks, best practices and self-regulatory and technological measures by business and users.

d. How it fits the Mandate of the IGF as detailed in para 72;
Paragraph 72(a) mandates the forum to "Discuss public policy issues related to key elements of Internet governance in order to foster the sustainability, robustness, security, stability and development of the Internet;"
Paragraph 72(b) mandates the forum to "Help to find solutions to the issues arising from the use and misuse of the Internet, of particular concern to everyday users;"
Paragraph 72(d) mandates the forum to "Facilitate the exchange of information and best practices, and in this regard make full use of the expertise of the academic, scientific and technical communities;"
Paragraph 72(f) mandates the forum to "Strengthen and enhance the engagement of stakeholders in existing and/or future Internet governance mechanisms, particularly those from developing countries;"
Paragraph 72(g) mandates the forum to "Identify emerging issues, bring them to the attention of the relevant bodies and the general public, and, where appropriate, make recommendations;"
Paragraph 72(h) mandates the forum to "Contribute to capacity building for Internet governance in developing countries, drawing fully on local sources of knowledge and expertise;"
e. Who the main actors in the field are, who could be encouraged to participate in the thematic session
All stakeholders are the actors in this theme, it involves capacity building, enabling environment, communication infrastructure, building confidence, user awareness and ICT applications. Such activities can not be conducted in proper scale without the involvement of all stakeholders.
f. Why this issue should be addressed in the first annual meeting of the Forum rather than in subsequent ones
There is a significant gap among world regions in the field of security and privacy. It is important to eliminate this gap and bring the world to minimum requirement baseline in order to maintain user protection and stakeholders' confidence. This theme involves many aspects to deal with as mentioned in point (e). We have a long way to go and the early we start with it the sooner we will get their.
2. Internet Multilingualism:

a. The Proposed Theme 

Multilingualism is one of the most important factors that promotes and maintains cultural diversity in the Internet. It is important to adopt policies and mechanisms by all stakeholders that support it and spread it over the Internet in an organized and effective manner that enriches the cyberspace and enable individuals form various cultural backgrounds to use it more effectivley. Multilingualism should be considered at three 3 levels:

· Content: Websites, electronic information, multimedia information.
· Applications: Localizing web applications like browsers; websites development or management software tools; Forums, Chatting, Blogs tools; Multimedia publishing tools; automated translation tools, etc..

· Internet Resources: like International Domain Names (IDNs) conventions.
b. Why It Is Important 

As it is mentioned above, multilingualism is an issue that is closely related to cultural diversity. For the Internet and the cyberspace, Multilingualism in the context mentioned above is the main factor that will sustain cultural diversity, However we need to be more specific in what needed to be done on this issue in order to make the Internet easier to use by individuals from various cultural backgrounds. In the content level, we need to encourage websites offering content in different languages, the feasibility of this approach should come from the fact that offering multilingual information will increase the volume of website users. On the application level, more work is needed to be done to localize various web applications aimed at managing and publishing content on the Internet. Taking the web browsers for example, we need to make sure that the languages and code pages supports multilingual content to an acceptable level, furthermore, we need to be able at any point to add additional languages to these browsers. On the Internet resources level, especially to issues related International Domain Names (IDNs), regulatory processes and standardization need to be studied and introduced in order to not only allow multilingualism but also to protect the integrity of the Internet. 
c. How it is in conformity with the  Tunis Agenda 

Paragraphs 49 & 53 of the Tunis Agenda have outlined the scope of Multilingualism within context of Internet governance:
49. We encourage the realization of multilingualism in the Internet development environment, and we support the development of software that renders itself easily to localisation, and enables users to choose appropriate solutions from different software models including open-source, free and proprietary software.
53.
We commit to working earnestly towards multilingualization of the Internet, as part of a multilateral, transparent and democratic process, involving governments and all stakeholders, in their respective roles. In this context, we also support local content development, translation and adaptation, digital archives, and diverse forms of digital and traditional media, and recognise that these activities can also strengthen local and indigenous communities. We would therefore underline the need to:

a) Advance the process for the introduction of multilingualism in a number of areas including domain names, email addresses and keyword look-up.

b) Implement programmes that allow for the presence of multilingual domain names and content on the Internet and the use of various software models in order to fight against the linguistic digital divide and ensure the participation of all in the emerging new society.

c) Strengthen cooperation between relevant bodies for the further development of technical standards and to foster their global deployment.

d. How it fits the Mandate of the IGF as detailed in para 72
Paragraph 72(a) mandates the forum to "Discuss public policy issues related to key elements of Internet governance in order to foster the sustainability, robustness, security, stability and development of the Internet;"
Paragraph 72(d) mandates the forum to "Facilitate the exchange of information and best practices, and in this regard make full use of the expertise of the academic, scientific and technical communities;"
Paragraph 72(f) mandates the forum to "Strengthen and enhance the engagement of stakeholders in existing and/or future Internet governance mechanisms, particularly those from developing countries;"
Paragraph 72(g) mandates the forum to "Identify emerging issues, bring them to the attention of the relevant bodies and the general public, and, where appropriate, make recommendations;"
Paragraph 72(h) mandates the forum to "Contribute to capacity building for Internet governance in developing countries, drawing fully on local sources of knowledge and expertise;"
e. Who the main actors in the field are, who could be encouraged to participate in the thematic session

All stakeholders are the actors in this theme. This is supported by paragraph 53 of the Tunis Agenda " We commit to working earnestly towards multilingualization of the Internet, as part of a multilateral, transparent and democratic process, involving governments and all stakeholders, in their respective roles."

f. Why this issue should be addressed in the first annual meeting of the Forum rather than in subsequent ones

Multilingualism is closely linked to cultural diversity. As much as it is important to govern the Internet, it is important to allow individuals from various cultures to access, produce, and exchange information with others. The cultural barrier is a major factor stopping until now many from using the Internet. The WSIS principles states that communication is a basic right for the individuals, the ability to access the Internet is part of this right and therefore it is important to eliminate the cultural barrier through multilingualism.
3. Internet Governance Capacity Building:

a. The Proposed Theme 

During the phases of the WSIS, the gap in knowledge, awareness, expertise and know-how was clearly exposed between the developed nations and the developing countries including the least developed. Many did not have a proper understanding of issues at discussion in the summit. The gap was clear in almost all the WSIS action lines. For a country to benefit and participate effectively in the IGF process, national and local expertise is required, therefore Capacity Building for all stakeholders in fields related to Internet Governance will be urgently needed.
b. Why It Is Important 

Without understanding the IGF process and issues at discussion, countries and stakeholders will not be able to participate effectively and contribute positively to the IGF. Consequently this may reflect negatively on its process and possibly undermine the success of the IGF. The sensitivity of the Internet Governance as an issue during the WSIS process and the need to reach an acceptable agreement among all nations and stakeholders demand providing proper orientation to all participants. Although the WSIS has produced a wealth of content on Internet Governance, It would be considered an overload of information that may result in losing scope and lacking direction. Therefore we should turn our attention to the importance of capacity building in fields related to the issue of Internet governance as part of ensuring the successful outcome of the IGF.
c. How it is in conformity with the  Tunis Agenda 

Paragraph 22 of the Tunis Agenda "We note that ICT-related capacity building needs represent a high priority in all developing countries and the current financing levels have not been adequate to meet the needs, although there are many different funding mechanisms supporting ICTs for Development."
Paragraph 49 of the Tunis Agenda "We reaffirm our commitment to turning the digital divide into digital opportunity, and we commit to ensuring harmonious and equitable development for all. We commit to foster and provide guidance on development areas in the broader Internet governance arrangements, and to include, amongst other issues, international interconnection costs, capacity building and technology / know-how transfer."
Paragraph 51 of the Tunis Agenda "Furthermore, international cooperation would be extended, on a voluntary basis, for capacity building in areas relevant to Internet governance. This may include, in particular, building centres of expertise and other institutions to facilitate know-how transfer and exchange of best practices, in order to enhance the participation of developing countries and all stakeholders in Internet governance mechanisms."
Paragraph 65 of the Tunis Agenda "We underline the need to maximise the participation of developing countries in decisions regarding Internet governance, which should reflect their interests, as well as in development and capacity building." 
d. How it fits the Mandate of the IGF as detailed in para 72
Paragraph 72(h) "Contribute to capacity building for Internet governance in developing countries, drawing fully on local sources of knowledge and expertise;"

e. Who the main actors in the field are, who could be encouraged to participate in the thematic session

All Stakeholders are key players and participants in capacity building. Each stakeholder has his role in Internet Governance and they all need to educate themselves in this area to develop a proper understanding the could enable them to contribute positively to the IGF process.
f. Why this issue should be addressed in the first annual meeting of the Forum rather than in subsequent ones

The ability to participate and contribute positively to the IGF depends on the extent of understanding of its issues by all stakeholders. This will impact the activity of the IGF right from the beginning, so early attention to this issue is required. Perhaps paragraph 65 of the Tunis Agenda is the best to provide the reason for this theme to be in the first annual forum: "We underline the need to maximise the participation of developing countries in decisions regarding Internet governance, which should reflect their interests, as well as in development and capacity building."
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